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Omni‐U Holding B.V., registered by the Dutch Chamber of Commerce under number 69801509 and
its subsidiaries (“Omni‐U”, "we", "us" and "our") are responsible for the processing of personal data
as presented in this privacy statement.

1 Contact details:
For any questions, comments, or complaints about the way we process personal data, you can
contact us through the contact details below:
Data Protection Representative
Name
: M. Benda
Email address
: privacy@omni‐u.com
Telephone number : +31 55 3010502
Postal address
: Postbus 10178, 7301GD Apeldoorn, the Netherlands

2 About Omni-U
Omni‐U consists of a several companies that provide services in information security and privacy. To
learn more about us and our services, you can visit our website at https://Omni‐U.com/about‐us/.
This privacy statement describes the processing of your personal data within Omni‐U. Its purpose is
to give you an understanding of what happens to your data anywhere in our organization.

3 Purposes and justifications for processing
We process your personal data because you use our services, visited our website, or because you
have provided us the information. This section describes our purposes and justifications to process
your data.
We will only process your personal data if there is a lawful purpose for it. We do not process special
categories of personal data unless this is required by local legislation.
Categories of data
Retention
Purpose
The law dictates several requirements such as the 7‐
Data needed to provide In line with
year retention of administrative data in the
legal
our services
Netherlands. Personal data that we do not legally
requirements
(First and last name,
or
1
year
after
need to retain longer will be removed from our
gender, postal address,
termination
systems
after one year in so far as this is reasonably
telephone number,
possible.
email address, bank
account details)
Contact details for
As long as you If we have received your consent to use your contact
permit us to
details for newsletters, event announcements, etc.,
marketing purposes
do
so
we will retain your data until you tell us that we are
(First and last name,
no longer permitted to do so.
telephone number,
email address)
A maximum of This data is kept for a maximum of 26 months, after
Details for website
which we believe the data can no longer contribute
26 months
analytics
to enhancing your experience on our websites.
(IP‐address, location
data, connection date
and time, connection
duration, browsing
activities on our site)
To keep our records current, we will send you a message to confirm your continued clientele at least
within one year after our last communications.
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We process your personal data for the following purposes:
•

•

•

•

Directly related to the service you are purchasing from us (contractual necessity, art. 6 para.
1 lit. B GDPR):
• Providing you with services attuned to your needs
• Communicating results of assignments that are part of the agreement
• Handling financial obligations such as invoicing
To provide you with the services that best meet your needs in information security and
privacy (legitimate interest, art. 6 para. 1 lit. F GDPR):
• To inform you of services and offers that we believe may be relevant to you;
• To handle your questions, complaints and warranties;
• To get your feedback on your customer experience and improve our service;
• To send general offers via email, text, mail, digital banners or social media;
• To inform you of changes to our services and products;
To comply with local and EU laws and regulations (legal obligation, art. 6 para. 1 lit. C GDPR):
• We also process personal data if the law requires us to do so, such as data we need
for tax purposes.
To provide you with the best possible web browsing experience (legitimate interest, art. 6
para. 1 lit. F GDPR):
• To ensure that you can visit our website without any issues;
• To be able to resolve issues on our website and improve functionality;
• To optimize and secure our IT‐systems;
We do not use this data for marketing purposes.

4 Automated decision making
We do not take decisions solely based on automated processes if these decisions could have
(significant) personal consequences for you.

5 Retaining data
As part of a professional relationship and to be able to provide you with the quality of service that
you have come to expect from us, we will have to retain some of your data. We must be able to
reach you, for example, to discuss input for services we provide such as information related to
incidents, threats, administrative obligations, and risk profiles. For such discussion we will need
historic data.
We will keep any personal and organizational data in accordance with legal retention requirements.

6 Disclosure of data
We do not transfer your personal data to third parties for purposes other than those listed in this
section. We only share your personal information with third parties if:
•
•

You have given your explicit consent to share the information;
Disclosure is required to support legal claims and there is no reason to believe that you have
an overriding interest in not disclosing your information;
• In the event that there is a legal obligation to disclose the information;
• It is necessary for the execution of contractual relationships with you.
We do not share your personal data outside countries that are bound to the GDPR unless:
•
•
•
•

Your personal information is completely anonymized;
Your personal information is shared within Omni‐U or its shareholders outside the reach of
the GDPR, in which case we will ensure that there are GDPR compliant safeguards in place;
You have requested us to share the personal information outside the reach of the GDPR; or
You have given your explicit consent to share the information outside the reach of the GDPR.
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We will not sell your personal data to third parties and will provide it only if this is required for the
provisioning of the services we have agreed to provide or to comply with legal obligations.
Organizations processing your data on our behalf are bound by a processor agreement to ensure
that they provide the same level of security and confidentiality. We remain responsible for the
processing. The list below provides an overview of the third parties we use. Contact us using the
contact details provided at the beginning of this privacy statement if you wish to know more or have
interest in specific third parties we may use.
Third party
Accounting services
HR Recruitment services
Microsoft
Website supporting providers

Processing description
For processing of our financial administration
To recruit new members of staff
The cloud platform for email and office applications used
internally
Maintenance of the website and preparing reference quotes
that are to be placed on the website

7 Cookies, or similar techniques that we use
We use cookies with a purely technical functionality. These ensure that the website works as
intended and that your preferences are remembered. The cookies are also used to let the website
work properly and to optimize it. We do not use analytical and tracking cookies.

8 Your rights as a data subject
8.1

Reviewing, adjusting or removing data

You have the right to review your personal data, to correct it and to remove it, unless your request
violates our legal and contractual obligations. Additionally, you have the right to revoke your
consent to process your personal data or to object against the processing of your personal data by
us.
You also have the right to data portability. That means that you can request us to transfer the
personal data we have on you in computer files to you or another party appointed by you.
You can send your request to review, adjust, remove, transfer your data, your consent withdrawals
and processing objections to privacy@omni‐u.com.

8.2

Identity verification

To make sure that the request to process your personal data was done by you, we need to be able to
verify your identity. We can do this in one of the below ways:
•

We ask you to send a copy of your personal identity along with the request. In this copy of
your identity card or passport, please hide your picture, the MRZ (machine readable zone,
de lines with numbers at the bottom of a passport), passport number and social security
number. We also urge you to protect the information using a password or encryption to
protect your privacy if you send this information by email;
• We set up a video call in which you would show your face together with your identity card,
such as a driver’s license or passport;
• You submit your request during a meeting with one of our staff who will perform the
verification based on your identity card, such as a driver’s license or passport.
We will respond as soon as possible, but within one month, to your request.
In some cases, we may not be able to verify your identity adequately based on the information you
have provided. We will then contact you for additional verification. All information you provide us
with for the verification will solely be used for this verification.
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8.3

Removing data from archives and backups

We use several technologies to optimize the availability of your data. One way we do this is by
making daily copies of the data on our systems. Removing individual data elements from these
copies is infeasible. Based on the guidance provided by the supervisory authorities on this topic, we
keep a record of all requests to have data removed. In response to your request, we will remove the
data from the active systems. The data will stay on the backup copies. We have implemented a
procedure that ensures that your data on these copies will not be recovered anymore to active
systems. For our archives we have implemented a similar approach.

8.4

Contractual or legal obligations

It may happen that we cannot comply with your request to review, adjust, or remove personal data
because we have a contractual or legal obligation that prohibits us from doing so. In such cases we
will let you know the reason why we cannot help you.

8.5

Withdrawing your consent

You may revoke the consent that you have given us for the processing of personal data at any time.
Please be aware that withdrawing only applies to the future processing of your personal data.
Processing that took place before your withdrawal is not affected.

8.6

Right to object

You have the right to object against data processing (including profiling) which is based on a
legitimate interest at any time. To do so contact our privacy officer at privacy@omni‐u.com.
In the event of your objection, we will no longer process your personal data unless we can prove
compelling reasons for processing which outweigh your interests, rights and freedoms, or the
processing serves in support of a legal claim.

8.7

Requests after the retention period has past

We will erase data from our systems if the retention period for the data has past, the data is not
required in an ongoing investigation and we have no legal or contractual obligation to hold the data
any longer. Once the data is erased from our systems, it will not be possible for you to request the
data anymore. You should keep your own copies of the data if you wish to retain it longer.

8.8

Submitting a complaint

You may contact us if you have a complaint about the way we process your personal information
through privacy@omni‐u.com or through any other contact options described at the beginning of
this statement and on the website.
You also have the right to complain about our processing of your personal data to the competent
data protection supervisory authority.

9 How we protect personal data
We take the protection of your personal data very seriously and have taken several measures to
prevent abuse, loss, unauthorized access, unintentional publication and unauthorized adjustments.
If you are under the impression that your personal data is not sufficiently protected or have reason
to believe that your data has been abused, contact us by phone or send us an email on
privacy@omni‐u.com.

10 How we will contact you
From time to time, we may contact you for various reasons. When we contact you, we will never ask
you to provide us with any credentials or payment details such as credit card information.
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If you ever receive a communication from us and you doubt the authenticity, please contact us
through privacy@omni‐u.com or through any other contact options described at the beginning of
this statement and on the website.
A good general practice is to type any web link that you receive by email or other electronic form
manually into the address bar of your Internet browser.

11 Links to other websites
Our websites may contain links to websites of other parties. This privacy statement applies only to
the websites of Omni‐U. We recommend that you read the privacy statement of the other parties
that you use.

12 Changes to the Privacy Statement
We reserve the right to change or amend this privacy statement at any time in accordance with
applicable data protection laws. We will do our utmost to inform you proactively of any changes to
this statement (e.g. through notifications on communications and the website). We recommend that
you check for updates to this statement from time to time so that you can take steps to make sure
that your personal data is only used in a way that you want and expect.

13 Regulatory references
This privacy statement is based on the requirements described in the EU General Data Protection
Regulation (“GDPR”). Below you can find a reference to the articles that directly relate to the topics
described in this document:
Reference
Data Subject rights
•
•
•
•
•
•
•
•

GDPR article

Right of access
Right to rectification
Right to erasure (Right to be forgotten)
Right to restriction of processing
Right to data portability
Right to object
Right to withdraw consent
Right to lodge a complaint with a
supervisory authority
Lawfulness of processing:
•
•
•
•

Consent
Contractual necessity
Legal obligation
Legitimate interest

Art. 15 GDPR
Art. 16 GDPR
Art. 17 GDPR
Art. 18 GDPR
Art. 20 GDPR
Art. 21 GDPR
Art. 7 GDPR
Art. 77 GDPR

Art. 6, sub 1 (a) GDPR
Art. 6, sub 1 (b) GDPR
Art. 6, sub 1 (c) GDPR
Art. 6, sub 1 (f) GDPR

14 Additional information
You can contact us at any time if this statement is not clear to you, if you find errors, if you are
missing clarification on specific processing, or if you have questions in general about the protection
of your personal data. You can contact us through privacy@omni‐u.com or through any other
contact options described at the beginning of this statement and on the website.
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